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The Charter of Trust: Cybersecurity

Key Principles

Charter of Trust for a secure digital world

01 Ownership of cyber and IT security

Anchor the responsibility for cybersecurity at the highest
governmental and business levels by designating specific
ministries and CISOs. Establish clear measures and targets as
well as the right mindset throughout organizations —

“it is everyone’s task”.

02 Responsibility throughout the digital supply chain

Companies — and if necessary — governments must establish
risk-based rules that ensure adequate protections across all IoT
layers with clearly defined and mandatory requirements.

Ensure confidentiality, authenticity, integrity and availability by
setting baseline standards such as

— Identity and access management: Connected devices
must have secure identities and safe-guarding measures
that only grant access to authorized users and devices

— Encryption: Connected devices must ensure confidentiality
for data storage and transmission purposes, wherever
appropriate

— Continuous protection: Companies must offer updates,
upgrades and patches throughout a reasonable lifecycle for
their products, systems and services via a secure update
mechanism
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Security by default

Adopt the highest appropriate level of security and data
protection and ensure that it is pre-configured into the design of
products, functionalities, processes, technologies, operations,
architectures and business models

User-centricity

Serve as a trusted partner throughout a reasonable lifecycle,
providing products, systems and services as well as guidance
based on the customer’s cybersecurity needs, impacts and
risks

Innovation and co-creation

Combine domain know-how and deepen a joint under-standing
between firms and policymakers of cybersecurity requirements
and rules in order to continuously innovate and adapt
cybersecurity measures to new threats; drive and encourage
contractual Public Private Partnerships, among other things

Education

Include dedicated cybersecurity courses in school curricula — as
degree courses

in universities, professional education and trainings — in order to
lead the transformation of skills and job profiles needed for the
future
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Certification for critical infrastructure and solutions

Companies and — if necessary — governments establish
mandatory independent third-party certifications (based on
future-proof definitions, where life and limb is at risk in
particular) for critical infrastructure

as well as critical 10T solutions

Transparency and response

Participate in an industrial cybersecurity network in order to
share new insights, information on incidents et al.; report
incidents beyond today’s practice, which focuses on critical
infrastructure

Regulatory framework

Promote multilateral collaborations in regulation and
standardization to set a level playing field matching the
global reach of WTO; inclusion of rules for cybersecurity into
Free Trade Agreements (FTAs)

Joint initiatives

Drive joint initiatives including all relevant stakeholders

in order to implement the above principles in the various parts
of the digital world without undue delay
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On the internet, nobody knows
you're a dog

CARTOON CAPTION BY PETER STEINER
Published by The New Yorker on July 5, 1993
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And 20187

On the Internet,
nobody knows
you're a bulb!
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Let’'s be more specific: the smart bulb

IBM Security

/

Stakeholders

Company A owns a building

Company B has leased that building and their
employees are working there

Company C is the facility manager

Company D provides applications for building
insights

Scenario

The building is equipped with things and an
application to get insights on energy consumption,
which considerably had reduced costs

Company B’s CISO detects that someone has
hacked their database through a smart bulb in a
conference room

Questions to ask

Who is the owner of security?

How could this situation happen?
Did the bulb have a Digital Identity?
How could it have been prevented?
How to support stakeholders?

And many more ...



I
Use case: Smart Building — Building insights and reaction

* Industry Trends
— Challenges in Facilities
+ Operations consume 70% of TCO for a facility*
— Use data from various sensors and devices to
«  Optimize building efficiency, e.g. for energy
« Perform maintenance at an early stage

» Characteristics of use case ] N
— Sensors, devices and platform 'Il
. i
* Security and IAM Challenges e an
— Multiple vendors, infrastructure, contractors and unclear an ]
ownership for security 1 i
— Inconsistent security frameworks lead to interoperability 1 ’
and trust issues 1 o
— No single method for authentication that meets loT ] "

device security and computational requirements.

— Current authorization techniques fall short for IoT
requirements

— Authentication and authorization for human interaction
not adequate

— Governance of data and privacy is evolving

— Newer approaches may not work due to constrained
networks.

*Source: BOMA 2016 Office Experience Exchange Report (Office EER)
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Challenges for IAM and Security for IoT

Challenges

What are things and THINGS and
scenarios?

Who owns the thing?

Who owns security and IAM?

What is my Identity?

How to build and prove security?

How to authenticate and authorize?

What else a thing can do?

Whom belongs the data?

THINGS are composed of other things, e.g. a camera on a phone, a sensor in a car
A classification and taxonomy for things and scenarios not generally available

Many and highly dynamic relationships between entities, e.g. one user to multiple devices, one device
shared between multiple users; things have relationships to other things and within THINGS

Multiple vendors, infrastructure, contractors and unclear ownership for security across a scenario
Unclear ownership for security in 0T within one organization
Inconsistent security frameworks lead to interoperability and trust issues

Digital Identity needed for all entities: humans, servers, things and THINGS across the entire lifecycle

Risk-based security architecture needs to be designed and implemented across the scenario for all
entities: humans, servers, things and THINGS, and their lifecycle
Certifications for entities need to be set up

Current authorization techniques often fall short for 10T requirements

Authentication and authorization for human interaction not adequate

No single method for authentication that meets 10T device security and computational requirements, so
many different to handle, human/device to device, biometrics, behaviors, API, PKI, ...

Cybercriminals can use loT devices as jumping points to launch attacks

Privacy issues, although governance of data and privacy is evolving
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IAM and the Digital Identity

Bifore

Digital Identity

Attributes

Certificates Entitlements
Unique Orgé:,naifaﬁo Cerggcat Accounts AD
Identifier W o ation Groups
1..m
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Identity & Access Management

is a set of processes and technologies that deals with who
and what has access to which information and resources
over time;

ensures that the right Digital Identities get access to the right
resources at the right times for the right reasons, enabling the
right business outcomes;

this includes Digital Identities for individuals, devices, 'things’
and systems with their entitlements and the relationships
between them.

A Digital Identity

is the representation of all identity and access information for
an individual person, device or system, 'thing’ or THING inan IT
environment,

comprising of attributes, assigned to that entity, e.g. names,
organizational unit to which the identity belongs, unique identifier
to reliably connect the Digital Identity with the real world entity,

assigned entitlements and credentials such as user accounts,
certificates, roles and access rights, e.g. Active Directory group
memberships, SAP roles, LDAP groups.




|IAM Capabillities (extract)

IAM Self Service Portal
Identity (Self-) Access Request & Manager Password Reset Privileged Access Reporting
Registration Approval Governance Portal Workflow

Identity Sources Identity Management & Governance Authentication & Authorization Privileged Access Data Access
Management Governance

Iﬁ Digital Identity Repository Federation Identity Provider Password Safe Discovery &
HR Feeds Services Analysis
Corporate Automation Role Discovery Dig. ID. Multifactor Cloud Access Prvigd. Account Data Access
Directory & Management Reporting Authentication Analysis Discovery Optimization
External Request & Risk Scoring History Archive Identity Proofing External Service Account Data Ownership
Management Approval Services Authentication Management ERERE
CRM / Customer Policies & Rules Access Provisioning & Enterprise API Session Access Request
Systems Certification Reconciliation SSO Management Recording Management

Target Systems (Example Set)
SAP File Service Email Local Gateways
Applications SENVETS
Legacy SharePoint 10T platform Unix / Linux Devices
Applications

Active Mainframe / Web Portals
Directory RACF

Application
Servers




IAM for IoT — How we can use it today

» Get back to the basics: Requirements

— Establish Identity Assurance Requirements for
device classes before setting up an IAM framework
for loT

— Identity Assurance might vary on the device class,
type of application, strength of network, sensitivity
of data, criticality of operations and impact of a
potential compromise through unauthorized
access, and more

+ Define an Enterprise Security and IAM
Architecture

— Use a recognized method for an enterprise security
and IAM architecture, e.g. SABSA

— Adopt a graded trust model for IAM capabilities

— Design authentication & authorization schemes
based on risk models

- Establish an appropriate organization
— Work across the business units

IBM Security

Integrate 10T implementation into an existing
IAM framework

— Establish an extensible identity lifecycle for all
categories of Digital Identities, especially for on-
boarding/registration

— Establish relationship mappings between all
categories of Digital Identities

— Implement more restrictive logic in identity
management workflows

— Integrate IAM with asset management repositories

— Establish authentication and authorization
procedures for local access or when only
intermittently connected to the network

— Implement a privileged user management system
to ensure that administrators accessing systems
and devices are under control

— Define privacy protections required for different
data categories

— Integrate with analytics solution




—
|IAM for IoT — some ideas what organizations can do now

« Get back to the basics: Requirements implementation into an existing

— Establish Identity Assurance Requirements for
device classes before setting up an IAM frag
for loT

— ldentity Assurance might va
type of application, strg
of data, criticality of @
potential compromise
access, and more

xtensible identity lifecycle for all
gital Identities, especially for on-

ip mappings between all
Identities

ictive logic in identity

* Define an Enterprise S
Architecture
— Use a recognized method fQ

— Implement a privileged user management system
to ensure that administrators accessing systems
and devices are under control

— Define privacy protections required for different
data categories

— Integrate with analytics solution

— Adopt a graded trust model fo

— Design authentication & authori
based on risk models

- Establish an appropriate organization
— Work across the business units
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