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Risk, The Eternal Equation
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ASSET VULNERABILITY

THREAT
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ASSETS
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Hey, that has to be the 

industrial equipment, like 

robots or so, right?

Pretty close. Letôs think  about what ties 

them together. Dedicated networks, 

sometimes exposed to internet..

Makes sense! What about 

the people and teams 

around them?

Their suppliers, their partners, 

the suppliers of suppliersé

What about the 

digitalization of industry?

Actually, thatôs the beginning 

of ité The race of 

productivity, new and better 

technologies, increased 

complexity and so little time to 

testé however the biggest 

asset at risk is human lives.
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VULNERABILITIES
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Å High Inherent Level

Å Weak Access Control Systems

Å Designed mostly for Functionality

Å Projected, deployed and tested by 

subject matter engineers

Å Complex Off-Boundary Connectivity

Å Proprietary Protocols

Å High Speed, Low (No?) Authentication

Å Mostly Industry Experts

Å Low Regulatory Framework

Å Insufficient IT Security Awareness

Å Complex Supply Network

Å Lack of In-Depth Transparency

Å ñChain of Trustò
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THREAT ACTORS
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Scale of Impact
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Threat level would be Moderate-to-High, 

as of current actors are more in the 

dormant state, but investing big money in 

such attacks. 

However, due to increasing geopolitical 

tensions and accelerated industry 

automation and digitalization and usage 

of insecure protocols, the scale of impact 

will increaseé

é all correlated with the careless direct 

connectivity of  industrial devices to 

Internet and an increasing open source 

toolset.


