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Organisations that embed cybersecurity into their business
strategy outperform their peers
15 May 2019 — Organisations that take a business-driven cybersecurity approach to their digital

initiatives achieve better outcomes and outperform their peers, according to PwC’s May 2019
Digital Trust Insights Survey.

The global survey of more than 3,000 executives and IT professionals worldwide found that the top
25% of all respondents — market leaders known as “trailblazers” — are not only leading the way on
cybersecurity but also delivering more value and better business outcomes.

Among respondents who say growing revenue is the top value sought from digital transformation
efforts, nearly nine in 10 trailblazers say they are getting a payoff that meets or exceeds their
expectations (compared to 66% of the other respondents).

Trailblazers are also significantly more optimistic about the potential growth in revenue and profit
margin for their companies, with 57% percent expecting revenue to grow by 5% or more, and 53%
expecting profit margin to grow by 5% or more.

The survey revealed key demographic information about trailblazers. Many are large companies;
38% of respondents from companies worth at least US$1 billion are trailblazers. The financial
services (FS) industry and the technology, media, and telecommunications (TMT) sector are
particularly well represented in the leader group. Thirty-three percent of FS respondents and 30%
of TMT respondents are trailblazers, compared to roughly a quarter of the survey base in other
industries.

Geographically, just 21% of EMEA (Europe, the Middle East and Africa) respondents are
trailblazers, compared to 30% in the Americas, and 30% in Asia Pacific.

The leading behaviours that set trailblazers apart from their corporate peers include aligning their
business and cybersecurity strategies, taking a risk-based approach, and coordinating their teams
that manage risk. Key findings from PwC'’s Digital Trust Insights survey illustrate the edge that
trailblazers maintain in all three areas:

e Connected on strategy: 65% of trailblazers strongly agree their cybersecurity team is
embedded in the business, conversant in the organisation’s business strategy and has a
cybersecurity strategy that supports business imperatives (vs. 15% of others)

e Connected on arisk-based approach: 89% of trailblazers say their cybersecurity teams
are consistently involved in managing the risks inherent in the organisation’s business
transformation or digital initiatives (vs. 41% of others)


http://www.pwc.com/dti
http://www.pwc.com/dti
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e Coordinated in execution: 77% percent of trailblazers strongly agree their cybersecurity
team has sufficient interaction with senior leaders to develop an understanding of the
company’s risk appetite around core business practices (vs. 22% of others)

“By focusing on building digital trust, trailblazers are driving more proactive, pre-emptive and
responsive actions to embed these strategies into the business, as opposed to their peers who
primarily look to minimise the operational impacts of cyber threats in reactive manner,” comments
TR Kane, PwC US Strategy, Transformation & Risk Leader.

More than eight in 10 trailblazers say they have anticipated a new cyber risk to digital initiatives and
managed it before it affected their partners or customers (compared to six in 10 of others).

“Organisations that take a proactive approach to cybersecurity and embed it into every corporate
action will be best placed to deliver the advantages of digital transformation, manage related risks
and build trust,” adds Grant Waterfall, EMEA Cybersecurity and Privacy Leader, PwC UK.

“Our research highlights the need for organisations to embed their cybersecurity teams within the
business to support strategic goals. It's not just about protecting assets — it's about being a
strategic partner in the organisation,” adds Paul O’'Rourke, Asia Pacific Cybersecurity and Privacy
Leader, PwC Australia.

Ends
Notes:

For full details of the Digital Trust Insights Survey, including methodology, please access the report
at www.pwc.com/dti

About PwC Cybersecurity and Privacy: The cyber risk landscape has evolved considerably over
the years and is now increasingly focused on how organizations manage digital risk.

At PwC our global Cybersecurity and Privacy practice helps clients think more broadly about
cybersecurity and privacy and move boldly toward new possibilities around building a secure digital
society, both now and in the future.

We view cybersecurity and privacy as a tool to not only protect business value but also create it.
We offer an end-to-end portfolio of services to support any technology leader at any point, including
strategy and transformation, implementation and operations, incident readiness and response, and
privacy and consumer protection. Our 4,100+ network of practitioners include former law
enforcement agents, cyber-forensic investigators, intelligence analysts, technologists and attorneys
in cybersecurity and privacy. Our team has over 25 years of experience helping organizations
strategically assess, design, deploy and improve cybersecurity programs.
https://www.pwc.com/cybersecurity

About PwC: At PwC, our purpose is to build trust in society and solve important problems. We're
a network of firms in 158 countries with over 250,000 people who are committed to delivering
quality in assurance, advisory and tax services. Find out more and tell us what matters to you by

visiting us at www.pwc.com.
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